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14 May 1984 


MEMORANDUM FOR: Director of Information Services 

FROM: Chief, Classification Review Division 

SUBJECT: Plans to Increase Systematic 

Declassification Review at NARS 


1. On 11 May 1984, I«ir. Alan TTionpson, Chief of the Declassification 
Review Division at NARS, provided Chief, CRD with copies of the Records 
Declassification Task Force Report dated 30 March 1984 (attached) and a 
letter from the ArcMvist of the Imited States concerning the inplementation 
of the recommendations in that report (attached). The message that 

Mr. nionpson wanted CIA to have was that the resources devoted to the Declas- 
sification Review Program at MARS will increase by ten persons in FY 84, by 
another 20 persons in FY 85, and by still another 30 persons in FY 86. This 
will bring the Declassification Review Division at NARS ip to 102 persons, 
whi^ will dramatically increase the productivity of the NARS Declassification 
Review Program. How these additional resources will be used has not been 
decided. Tliey might be used to review material requested by researchers, 
thus enabling NARS to widen the amount of material responsive to a researcher's 
request, or they might conduct a Systematic Declassification Review Program as 
they did in the past. In either case, these personnel increases will bring 
the program back to the levels employed during E.O. 12065 vhich will require 
additional sipport from other national security agencies. Mr. Thompson wanted 
CIA to be aware of the anticipated increases. 

2 . NARS does not review intelligence files until they are 50 years 
old, which means that they will not be reviewing such files for many more 
years to come. Nevertheless, there are many other files vhich contain 
information of interest to CIA. For example, the State files for the period 
1950-54 contain information of interest to CIA. These are being reviewed 
jointly by State and NARS and they hope to complete this review by March 
1986. If the review is not completed by that date, NARS plans to continue 
on its own to complete the review. Tney also hope that State will agree 

to continue the same arrangement for the files 1955-59. Some of the files 
from the 1950-54 period that remain to be reviewed and may contain infor- 
mation of interest to CIA are Department Log files such eis one titled "The 
Embassy in Moscow," and another titled "Guatemala." 
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3. In the past when NARS had 100 eirployees doing systematic declas- 
sification review, it required teams of two or three CRD reviewers going 
one day weekly to MARS and to the Washington National Records Center to 
keep abreast of the work load. It can be expected that the same level of 
sipport will be required in the future. The Agency's policy has been that 
we want to review all information of interest to CIA. If we are to maintain 
this policy, we may have to increase the level of sipport to NARS over the 
next few years. 



Chief, 

Classification Review Division 


Attachments ; 
As Stated 


STAT 


DDA/OIS/CRD^ 


(14 May 84) 


Distribution; 


Orig - 
1 - 


Addressee w/atts 
RMD w/o atts 

CRD Liaison w/N/UlS w/atts 
CRD Chrono w/o atts 
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Date 

Reply to 
Attn of : 


Subject- 
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InK lk\ ana s 

■ L/ 1 X \ A^nistration Records Service Washii^on, DC 20408 


9 MAY 1984 

Archivist of the United States - N 

Records Declassification Task Force Report 

Assistant Archivist for the Natiaial Archives - NN 
Assistant Archivist for Program Support - NA 
Assistant Archivist for Presidential Libraries - NL 

After carefully reviewing the report (copy attached) and recommendations of the 
task force on the records declassification program, I am directing that the 
following actions be taken with all due speed: 

1 . NN is to establish systans and procedures for maintaining accurate 
information on classified, accessioned holdings and on the classification 
status and level of projected accessions. 

2. NN is to instruct all custodial units that security classification shall 
not be. used as the sole factor for delaying the accessioning of permanently 
valuable records. Additionally, NN is to Insure that there is continued close 
cooperation between NND and the custodial units in planning and executing 
declassification and archival projects which impact on the systematic 
declassification review pro^am. 

3. NN sh^l develop a plan for informing constituent groups of the series of 
records which will be systematically reviewed for ,declassificatipn*,..-^Tte.pJan 
shall provide for informing such groups ih'sufficrf.ent.-ti)B0;;TO^;ti^»^^/to 
opportunity to commait on-.the d|^lassificattpn;;p,laJ».,;,;\^;'^r.^;;-;?|^^^S^ra^^’''*:^?^^ 

4. NN is to work with EPSN to develop ways ‘Sl^-'attrhctihg'Wd/baintdihihg a*' 
stable, productive woricforce for the declassification program. Also NN should 
investigate the feasibility of hiring NND personnel with a Secret clearance and 
having them work only on records classified through the Secret level. 

5. Working with NA, NN is to begin increasing staff resources in FY 84 with 

the objective of increasing the staff to 102 FTE in FY 86. NN shall request 
this level of resources in the FY 86 budget. A minimum of 10 positions shall 
be added to the NND staff in FY 84, and an additional 20 positions shall be 
added in FY 85. These increases are to be over and above the control totals 
for the Office of the -National Ardilves.'"'* ‘ -• ■ .-V 


I would like to receive’/^ 

1984. I look forward; to # 
program and feel confident thepp/dd 



ROBERT M. WARNER 

Archivist of the United States 






^ .( x '.iM ’ X / ('/ /li/; ’.'X -x^.; 
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. General W 

awi^:hives and 

Washington. DC 20408 


Services Nationa" 

Administration Records Service 



Date mar 3 V 

Reply 10 

Aun oi Office of Program Support (NA) 

SuOiect Records Declassification Task Force Report 

Archivist of the United States (N) 


Attached is the task seve^al'^reco^endations 

associated with starring. *'« r 1981 

recommendation to ^ ® NARS meets its responsibili- 

roconrre level to ensure that NAR£> meets i.^ t- 

research. 



FERRIS STOVEL (NCW) 
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RECORDS DECLASSIFICATION 
TASK FORCE REPORT 




March 30, 1984 
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Executive Summary 


Background 

The Task Force review focused on the records declassifica- 
tion program since 1980^ with particular emphasis on ways to 
increase the amount of records reviewed for declassification 
and the program’s ability to meet the requirements of 
Executive Order 12356» 

Issues evaluated by the Task Force included 1) the backlog 
of records to be reviewed and the impact of future 
accessions; 2) policies relating to accessioning classified 
records and declassifying arranged versus unartanged 
records; 3) methods for establishing declassification 
priorities; 4) personnel turnover and staffing alternatives; 
5) declassification procedures, organization and location; 
and 6) funding levels for the declassification program. 


Findings and Recommendations 

'.I. ':; The, task,, f drce^/fout^./that./IIARS^^^i^^^pot/have' jComp;ie^e^;^ 
inf ormat ion on^ the.^ volume,;- of ^^mate;Ciai^^v^^^^^ .MARS, f equi,.r i,ng 
declassificatidtt-c-cevi'ew,Sk"«iC6neeqttenb-iy,y;,;'al,gene,fa:l;..; survey, wes. 
done, which indicated that, b^et/(53, 000 pubic feet or) 133.9 
million pages require review. The task force recommends 
that the information be kept up to date and that NND be 
informed when changes occur to permit realistic 
declassification program planning. 


2. Policies relating to accessioning declassified records 
and the declassification review of arranged versus 
unarranged records were found to be inconsistent or not 
clearly defined. In some cases the declassification status 

.... . . Also 


muchv qf the 
recommends 
p r ec l.ude f u tuice 


. ; f XIi'aVv, 

t h at^ •' a-/ d p nsi'e't e ri t v\dp:l icy./' he ;y,e ,S t,a b 1 d U hed, ' , ih\-^ ^ 

i' 

-3>‘''- - CUr.rehtiy4''/;''flidciaudiii^|4'p'ehiun»', 
bas4d' on staf'f'>5udqrtteht'')%bh'derbind ‘'aritidi^pe research -..'V f 
interest. The task force found nothing wrong with this but 
recommends that various methods be tried to involve 
Constituent groups , in thu- seating process so that : 

bJARS ChbiCea would be cortf irked or appr'opr iat'ely mbdified. 


i ■ , 


■ ' , ' ‘ ‘ f' ,-,v ^ ■Vv-\v->C I *t' .i ' r *’/• ■ A 

t- *' ' • ^ r. 'v* '• '-a; I. . 3-\'» t i V . 

‘ V- , :< Ki;// * -'.w .Aj 4 <, v ^ * '• ! ^ ‘r.-' ■' 

^ ■ ''v V ^ ^ / ■ , : } ' . y * ^ 
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4. Chronic personnel turnover and staffing problems are 
believed by the task force to be one of the most serious 
impediments to a stable, productive program. The task force 
recommends staffing alternatives that might allievate some 
of the problems of the past in future staffing efforts. 

These involve a mix of different appointments and the use of 
secret instead of top secret security clearances for some 
personnel . 

5. The task force reviewed current procedures, the 
organization of the program, and the location of work 
primarily in Washington and concluded that no changes were 
necessary. While moving a major portion of the program to a 
more attractive employment area seemed desirable initially, 
there are simply too many problems to make it practical. 

The task force recommends that NND remain a separate 
division to continue to give the program the necessary 
visibility. 


6. Current resource levels are clearly inadequate to enable 
NARS to meet the requirements of Executive Order 12356. The 



This would permit at least 5 milliotl pages to be 
declassified each year, which should be sufficient to meet 
research demand. A follow up evaluation of the program at 
the increased level should be made in FY 1988, to verify or 
recommend changes in the resource level. 
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Records Declassification Task Force Report 


Background 


On December 23, 1983, the Archivist established a task force 
to study the National Archives and Records Service (NARS) 
Records Declassification program. The purpose of the study 
was to make recommendations on methods for increasing the 
amount of records reviewed for declassification and on the 
appropriate resource level for accomplishing the increase. 
The task force consisted of James Megronigle (NA) (Chair), 
Steven Garfinkel (Z), Ferris Stovel (NCW) , and Richard 
Boylan (NNMF). The task force review concentrated on the 
Records Declassification Program since the 1980 GAO study 
entitled "Systematic Review for Declassification of National 
Security Information — Do Benefits Exceed Costs?" In order 
to put the task force findings and recommendations in the 
proper context^ however^ the following is a brief history of 
the program and a discussion of recent issues and events 
leading to this review. 


• History' of 

Discussions were-^xst 'heldVlrt'^i?376t ‘^akjn^-Jthe '.repite^enta-' ; ; 
tives of the National Archives and Records Service, the 
State Department and the Defense Department on the subject 
of the declassification of records and making such records 
available for public use. The enormous volume of classified 
records, which mostly related to World War II, necessitated 
a change in the then existing procedures for declassifi- 
cation. The prevailing review process required that each 
page of material be examined, certified, and stamped 
individually. This method of review was too costly and time 

consuming 

■'sinces' 


‘ 'Ex'ec.ut'iVe- '■0Td'e-tov'i\i’S'i5^i?'-(i'’'/d^bed;'s vs^ 

'this 'program. ' 

for declassification of all permanently valuable classified 
material in the National Archives as it became 30 years old. 
Executive Order* 120$ 5> d^, ted July 28^ 1978^ replaced 

V'-' -',V' : ’ 

• >' V- 7. ^ ■ fV' ■■'■i'll. "-’v •. r.'--'; . ' 

>' 's ^ tr':' "i '' j ) ' V ^ ' ' ' v'- ** ‘ " y ' ^ 
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Executive Order 11652, and required the systematic review 
for declassification of all permanently valuable classified 
material in the National Archives and other agencies as it 
became 20 years old. One exception was foreign government 
information which was to remain classified until it became 
subject to systematic review when 30 years old. 


Shortly after the issuance of Executive Order 12065, GAO 
undertook an audit of the records declassification program. 
The draft report recommended that the Executive Order be 
modified to require that only those records be reviewed 
which are specifically requested by the public. This change 
according to GAO would improve responsiveness and save money 
without changing the policy of openness in Government. NARS 
found the following major shortcomings with the GAO report: 
(1) the failure to address adequately the benefit of the 
public policy of open government as a product of systematic 
review; (2) the conclusion that FOIA and mandatory review 
procedures of the Executive Order were adequate substitutes 
for systematic review; and, (3) the failure to consider 
alternative and less drastic solutions to the problems 
identified in the report before recommending abolishment of 



timetables of the Executive Order. NARS also revised its 
workload reporting system to capture data in categories 
suggested by GAO. 


The final GAO report recommended that the Executive Order be 
modified to permit systematic review for declassification of 
those records requested by the public and those which the 
Archivist anticipated would be requested. The report also 
noted 
program. 



to six months. The GAO report identified 
granted Top Secret clearances of whom 211 either resigned 
shoi 
d; 
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Table I shows the budget, staffing and workload 
accomplishments from the start of the program in FY 1973 
thru FY 1983. Also shown are estimates for FY 1984 and FY 
1985. It should be noted that no siginificant increase in 
resources was allocated to the program to meet the 20 year 
review reguirement set by Executive Order 12065. The 1979 
to 1980 increase was largely due to the allocation of 
Standard Level User Charges (SLUG) to the programs in NARS 
and did not represent a significant increase in the program 
dollars available. FY 1980 and 1981 did, however, represent 
the peak years in the .declassification program. Approxi- 
mately $200,000 and 8 FTE in each FY in Table 1 are 
associated with the declassification of Presidential Library 
Materials. 


Records Declassification Program Since FY 1981 

Executive Order 12356 issued on April 2, 1982, attempted to 
correct some of the problems with Executive Order 12065 as 
addressed in the final GAO report. Under Executive Order 
12356, NARS responds first to requests for records made 
under the Freedom of Information Act and the mandatory 



The overall program approach and the guidelines do not 
differ greatly from those in force under E.O. 12065 excepti 
(1) the guidelines are for the systematic review of US and 
foreign government information in records 30 years old or 
older, and (2) there are a number of new categories of 
information identified for agency determination, such as 
counter intelligence/ counter— terror ism, protection of 

idential sources, space systems, ballistic 



^ requ: 

pag 0 — by— page review and the incident of documents withdrawn 



> . 
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TABLE I - Records Declassification Program 
(Source: GSA Budget Digest and 

FY 1985 Congressional Budget) 


FY 

Obligations 

($000) 

FTE 

Workload 
Pages Completed 

1973 

780 

57 

30,000 

1974 

1011 

83 

45,542 

1975 

1282 

95 

63,000 

1976 

1281 

101 

56,500 

Transition Qtr. 

432 

24 

12,500 

1977 

1377 

87 

40,000 

1978 

1519 

97 

38,300 


1979* 

1980 

1981 

1982 

** reimbursable 


pages (pp) 
examined 


class pp. 
examined 


pp. 

declass 



1496 

2217 


1983 

936 


31 

8,200 

2,000 

1,900 

** reimbursable 
« 

310 


16 

1,700 

1,000 

900 

est. 1984 

910 

>' * 

. 37., .. 

. 2,500 

1,300 

1,100 

♦♦reimbursable 

345 


19 

1,500 

1,000 

800 

est. 1985 

930 


37 

2,400 

1,200 

1,000 

♦♦reimbursable 

359 


19 

1,500 

1,000 

800 


;-.V ■ 

>''i a TO 




*Funds for FY''197’9 fotwafWb’ 
Oversight Office. 

** All obligations 

by direct appropr iatipbirr 
to the terms of 
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from automatic release has more than doubled. Unlike 
Executive Order 12065, which required the systematic review 
of all older records, the directive implementing E.O. 12356 
directs the Archivist to establish priorities for systematic 
reviews based on the degree of research interest and the 
potential for declassifying a significant portion of 
information. Therefore, those records of known and 
anticipated research interest are given first attention in 
the program for systematic reviews. Those records very fre- 
quently contain categories of information which potentially 
are of continued sensitivity and thus require very careful 
review and extensive coordination with agency subject matter 
experts. These require additional steps and the proportion- 
ately increased incidence of withdrawal of documents from 
the files effectively slows the rate of review. Most agree 
that the process has become progressively more difficult, 
due to the complexity of the material and guidelines. 


Far and away the other major cause of the decline in the 
amount of records reviewed, however, is the decrease in the 
py 1982 budget and the resulting reduction-in-force. The 
reduction-in-force required releasing employees in the order 
of the: 
amount 
those 
were- af 
to those 

The records declassification program' was one such 'program ' 
that had a staff with relatively fewer years of service due 
to tbe higher turnover rate in the program. In establishing 
its budget cutting priorities, NARS decided not to adjust 
for this disproportionate effect of the reduction in force 
by shifting resources from other hard hit programs. As 
Table I shows, in FY 1981, the records declassification 
program used 102 FTE, 8 of which were in the Presidential 
Libraries, and in FY, 1983,. the first year to show the 
annualized 

declas,si;f'l’'da''^i^;i^4^^Sa^^^j^ 

P'r'e's id e rt t%a 1 




■ s i n ce-' 'Q f • 

the -State^Pej^^^^l^l 
accounts ' for 
re i mbur sable 

A true cdmpar i'd^n‘^%f'’'tt 


Presidential Libraries' FTE and reimbursable agreement 
committed FTE. This results in 94 FTE in FY 1981 vs. 14 FTE 
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in FY 1983. Of the 14 PTE in FY 1983, 7 are engaged in the 
review of records requested by researchers and to FOIA and 
mandatory review requests, 3 are engaged in program adminis- 
tration, management, and clerical activities, leaving only 4 
to be engaged in systematic declassification review efforts. 


This is the current state of the program which led to a 
letter from the White House calling for a speeding up of the 
declassification program, and continuing interest and 
criticism from the public including researchers and the 
American Historical Association. William P. Clark, who was 
then President Reagan's National Security Advisor, wrote on 
October 11, 1983 of the criticism the Administration has 
been receiving from the media, historians and others 
concerning the decline in the program for systematic 
declassification review of government records: 


A well managed systematic review program, at the 
National Archives and Records Service, even if it 
requires somewhat increased funding, can be a much 
more cost efficient means to declassify historically^ 
valuable information than either Freedom of Information 

•.•■'c/SAct /or ^mandabory-vpo(»lew5.sni:o<a^ui:«Si^j®iI.P'..add:i^;ion ■ 

L j’,:ysiicces s'^6i3L^^^ 




’Administrati^M as r whoie^^^^^^^^^^ the i>u}ilposes ' 

of the President's Executive Order: to classify only 
that information requiring national security protection 
’and to declassify any documents that do not require 
such protection. 

Samuel R. Gammon, Executive Director of the American 
Historical Association raised his organization's concerns in 
a letter dated August 3 » . 1983 to the Information Securi ty 
Over si 





to the implication of declining systemal 
That means a steadily growing pile of classified papers 
and a consequent swelling budget more four— drawer 

Gombinatibh-.sa'f ^;8 , add bat^A9P^ I .■ ^ , 
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The concern of the American Historical Association is also 
shown in a statement on legislation concerning security 
classification which advocates many changes in the current 
security declassification system. 


Most significantly, however, in a March 23, 1984 letter to 
the Director of ISOO, President Reagan specifically 
addressed systematic review as an aspect of the information 
security program most in need of attention. A copy of that 
letter follows this report. 

The task force study of the records declassification program 
was based on the history of the program and these recent 
issues. 

1 

Task Force Review 



I 


The task force review focused on those issues which had a 
direct impact on NARS ability to comply with Executive Order 
12356. These included 1) a determination of the backlog of 
classified records over 30 years old in NARS holdings and 



declassification priorities; 4) personnel turnover, 
alternatives for declassification staffing and clearance 
requirements ,and their effect on staffing; 5) declassifica- 
tion procedures, and organization and location of the 
program; and 6) prospects for additional reimbursable 
projects and funding levels for a declassification program 
that meets the goals of Executive Order 12356. 
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For over 11 years the Records Declassification Division 
(NND) has made various attempts to identify the universe of 
material requiring declassification attention. Continuous 
changes in the records holdings of the custodial units, 
however, have often made obsolete the information generated* 
NND, starting in 1983, annotated all NARS A-1 printouts for 
classified or formerly classified material, thereby gaining 
administrative control over records described at the 
A-1 level which have been accessioned by NN and which either 
have been declassified or will require declassification 
review action. 


The A-1 system, however, only covers 40% of NN's holdings. 
Because the A-1 data were incomplete, the task force 
requested that NND and the custodial units holding 
classified records survey those records not covered by A-1. 
Although the task force requested that the survey not 
attempt to locate every series, the various units were able 
to generate information on the declassification status of 
all NN accessioned records. The results of the survey are 
contained in the appendix. The estimated volume of material 
in NARS custody,,; 
over 53,000 ebb;! 



With regard td . , , ,,, 

NN regions will''' probably''^ 
of records. Based on current FRC holdings in the regions, 
50 percent of the permanently scheduled records are O.S. 
District Court and U.S. Court of Appeals records. Another 
20 percent are Bureau ^f Land Management, Forest Service, 
Bureau of Reclamation, Federal' Highway Administration, and 
National Park Service. So approximately 70 percent of the 
records should not contain any classified information. 

Where a classification problem might arise would be in such 
records as the> 

A i r Forc^';,Cpmro,aha5:)ViJ3;%X}S‘;.«tttty 'Cbirbsi/id'feif 
: the ; ' .A tomid; 15 

these’ • will'. bieV/i 
c] 

325. feet .wi 1 1' 

PI o r a if;. 


regiohal'.Operbh|^P^^;SI 




m 
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The Central Office situation, however, is different. During 
the next 30 years NN Central Office will probably accession 
728,000 cubic feet, or over 24,000 cubic feet a year. With 
25 percent of the permanently scheduled records in the WNRC 
classified, one could estimate that 25 percent of the 
permanent records accessioned will be classified. If that 
is the case, 6,000 cubic feet a year will be classified. 

This influx will have a substantial impact on workload. 


Recommendation 1 


vi' I 




All future A-1 input should also be annotated to include 
declassification status. NN should revise GSA form 6710A to 
include in the lower right corner a block to be checked if 
classified information xs present. NN should issue an 
instruction to unit heads to notify NND of all classified 
accessions, accretions, transfers, disposals, reallocations, 
or other actions, such as planned future accessions — whether 
scheduled or deferred, so that NND can monitor data on 
future declassification work to be performed. Absent 
constant adherence to such a policy, NND will not be able to 

planni-ng ;'an^'|»p 

' ' ■ • ' •' 'll i ■■ypi; 

2 . Policy Issues 

While the volume of classified material in NARS custody over 
30 years old as well as what can be anticipated in future 
years presents the greatest problem for NARS in carrying out 
its responsibilities, other policy related issues appear to 
be causing some problems. The first relates to accessioning 
policy. The task force found that there is no consistent 
policy among the NN custodial units for accessioning 
classifii 

■ ' ' ‘ aq;desisi!'bn-A' 




, I/. , 


An inconsistent policy regarding accessioning hinders NND 
planning, and will make it difficult to determine an 
apprpprvia te . leyel. .of .^resources to address^ both .the current 
.and ' fu:ture: w^tklbads.;- . - • r • * * ' • ^ ^ ; • { 

. ' -"l, " ■ ’ > ' ■ ' ' / > '"'4 f ' j ^ ' ■'* t \ ^ ^ i * 
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The second problem relates to declassification policy with 
regard to unarranged records. In the pastf when NND had a 
large staff, records were reviewed for declassification 
irrespective of whether they had been arranged. The results 
of this practice were often costly. Some records later 
determined to be disposable were reviewed. Some were later 
rearranged in an order not reflected in declassification 
project review sheets, sometimes to the extent that all 
declassification control was lost. Intermixing documents 
from two or more declassification projects in a single box 
also mandated that every folder be stamped with the 
appropriate declassification project number as opposed to 
just simply to labeling the box itself with the single NND 
project number. NND can precede custodial units, 
but only when files are relatively homogeneous and the 
amount of rearrangement to be done minimal. Custodial 
units, of course, would retain the final responsibility for 
determining what unarranged files NND may review. A minimal 
expenditure of effort at the outset would save NND literally 
hundreds of hours at a later date. 


Recommendat 



tion of permanent Value, “and not' 'refuse to ^ccesSlon> 
because they are classified. NND should undertake 
systematic declassification review on unarranged records 
only ‘after consultation with the appropriate custodial unit 
and after examination o.f the records to determine the degree 
of arrangement required. 




3. Records Declassification Priorities 
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Methods of determining researcher demand vary widely. NND 
monitors usage of record groups of specific series via the 
POIA/Mandatory/Special Logs; the NN staff, using different 
methods in different units, tracks researcher demand via 
reference service slips, and conversations and correspond- 
ence with researchers; and the staff generally keeps abreast 
of reseracher trends through professional contacts. The 
primary ingredient in all of these has been and continues to 
be the judgment of the NARS professional staff. It might 
be possible, with the expenditure of many staff hours, to 
develop a more objective method. At this point, however, we 
do not believe that the results would differ significantly 
from current procedures for developing such planning 
information. 


While we do not question the method, there are ways to 
verify the choices. It should be noted that the appraisal 
task force also addressed "researcher interest". That 
task force, while not disputing the priorities set by 
the professional staff, noted that it might be worthwhile to 
run a test to attempt to quantify interest and then to 
compare the results with the impressions held by the staff. 
If such a 
project pl< 




constitaenf 

declassificabidn ^ 6ce * a nd ' cou^ld BbV f 
researcher demand/interest to be used in setting priorities. 
NN could seek the opinions of the NARS constituency in 
determining future priorities. For example, printing the 
NND yearly declassifies^, tipn priorities p^n in Prologue and 
inviting reader reaction to it could Ise one means of 
increasing public comment and participation. Because of the 
Prologue publication schedule, however, this would have to 
be done far in advance of the beginning of the year. It would 



While researcher interes't is 


the only concern in establishing declassification priori- 
ties. Other 



Sanitized Copy Approved for Release 2010/02/01 : CIA-RDP87-001 81 R0001 00080006-4 


> >■ y .'-(I 


Sanitized Copy Approve d for Release 2010/02/01 : CIA-RDP87-00181 R0001 00080006-4 


I 




preservation. Either of. these elements can influence 
declassification project choices or delay them. Project 
work is a substantial investment and a questionable one if 
declassification prospects are dim. Similarly/ records may 
have to be reviewed for declassification before proper 
preservation treatment is practical. While not major 
concerns, these are element, which should be evaluated 
during the process of setting declassification priorities. 


Recommendation 3 


! 


I 

% 

», 

4 

W 





♦ 




NN should use readily available means to obtain constituent 
consideration and comment on NARS established priorities. 
NARS should not place itself in the position of establishing 
its priorities in a vacuum. Other factors such as scheduled 
project work and preservation should also be considered. 

4. Personnel Turnover and Staffing Alternatives 


One of the most significant problems that has plagued the 
records declassification program since its inception has 
been the 
The turnover 


eCiaSSl £ icar ion progcam sinue xuwcpuiwn noo 


employees 


have found other jobs while waiting for their clearance. 

The problem is both a matter of grade and career advancement 
opportunity, and one of tedium and boredom of the review 
work itself. NND was ‘Hever successful in maintaining its 
staffing close to the authorized level due to the lead time 
required to obtain security clearances and the high turn- 
over. Any attempt to increase the overall declassification 
effort 
authcri 



at the expense' " 6 r '4 
train its own staff. 


Traditionally the staff has been made 

Other sources such as 


•*‘*,*^ 
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reernployed annuitants f or part-time or intermittent 
appointments have not normally been used. Reemployed 
annuitants are one personnel source that has the potential 
for being of particular value to NND. If retired from 
agencies whose records are under review by NND, these 
employees could also provide expertise gained from their 
years of experience. This arrangement has already worked 
well at State, CIA, and NSA. There are problems with the 
annuitant approach, however. The first problem is that 
there is little or no financial incentive. The second 
problem is attracting the right people. Unless these people 
have a great deal of leisure time and interest in the files 
on which they would be working, there is little likelihood 
that they would be interested in being reemployed. Also, 
annuitants who spent their careers in the excepted service 
are ineligible for competitive positions unless they are on 
the 0PM registers. 


Therefore, annuitants may not be interested in working many 
hours and may be difficult to recruit. Their potential 
value, however, is sufficiently great that their employment 
should be pursued to fulfill at least a small portion of the 
NND staffing 


declassification program is that they would often be used on 
tasks requiring a higher degree of skill and training than 
is required in other parts of NARS. NARS would need to 

persons who are interested in a less than full-time 
job over a period of years. Clh6 iSuch group might be 
students. Another might be parents seeking to reenter the 
job market while children are in school. Another might be 
people retired from the private sector who would like to 
supplement 
hii 
ex.-.l 
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end of that time NN could evaluate the results and determine 
what employment method worked best, and similarly what 
targeted groups of potential employees worked best. NND 
could then further refine its staffing practices to achieve 
the best mix. 

By experimenting for a year, limited temporary appointments 
could be used which would facilitate initial recruitment. 
This would allow NND to try alternate staffing with a mini- 
mum of time lost both to heavy paperwork requirements and 
to waiting for Office of Personnel Management (0PM) action. 

Another impediment in the hiring process is the clearance 
requirement. At present Top Secret clearances cost $1,450 
and take the Office of Personnel Management from three to 
nine months to process. An expedited clearance costs $1,900 
and should (but rarely does) take one to two months. Secret 
clearances have no charge and take about one to two months. 
The time lag from when a vancancy occurs to when it is 
filled wi 1 a cleared person under current procedures ranges 
from fiv co eleven months. There is little that we can do 
0PM clearance lag. A possible alternate method of 

OtdPl;i|aiAjPPiys.«>.'., Secret,. 


about th 
bringing 
clearanc 
Secret c 


unfilled wo u 
a sma 11 degree.'- .•> wt'/' ^ r 



There are problems with this approach, however. Most files 
are not neatly broken into Top Secret, Secret, and 
Confidential sections. They are usually intermixed. 
Therefore, the files oi^l’ which ’S^cfet-Clea'red ' employees could 
work is limited. Second, there may need to be some 
segration in work areas. Finally, researchers are often 
most interested in the highly classified files which 
therefore must be given; priority. 4eclassi^icatiQn, , ^ . 


however 


Reco^enAati^i?1'*| 

» ■ .ukin 


A. The ’NND 


types of appointments. 




single largest group. A majority of full time employees is 
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B. NARS and GSA should contact 0PM to revise the policies 


regarding the few-of-a-kind register used to recruit 
archives technicians. The present 0PM policy is to keep 
that register closed. The result has been 0PM developed 
lists that are hopelessly out of date. Persons are no 
longer available even though their names appear on the list. 
And still others whom NND would like to hire 
permanently r such as term employees presently on the State 
Department review project who have proven themselves to be 
good workers/ cannot be reached for permanent positions 
because the list is closed. Any full-time permanent 
staffing increase in NND roust be preceded by an opening of 
the few-of-a-kind register and by conversion of the best 
qualified State Department Project people to permanent FTE. 
Unless NND could use these State Department project staffers 
as team leaders and as trainers, they could not manage a 
greatly increased staff. 


C. Finally# NARS should experiment with bringing NND 
oersonnel on board with a Secret clearance# structuring the 


NND work and work areas to accomodate such an arrangement 


and filing for Top Secret clearances when the employees 


finish the i r f irsfc veacAln NND.v,Ar...;a t, some other, aDoroor i ate 


time 






Procedures 








k torce r 
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Recommendation 5A 

Continue to emphasize employee perf ormance but do not 
Institute any maior work process changes. 


B. Organization 

The GAO report recommended that the bulk of declassification 
responsibility be delegated to the custodial units. 

Arguments offered in support of this proposal included the 
assertions that this Would solve the high turnover Problem 
and that the custodial units, being most familiar with the 
files, are most qualified to review them. 


Although both of these arguments have merit, the arguments 
for a separate status are stronger. Declassification, like 
preservation, finance or personnel, is a function with its 
own set of unique policies and practices. Although others 
may learn these rules, efficient and effective application 
of them is best achieved by persons who are well schooled 
and practiced in them. 


Further^, 

■iS.U 



the declaasifAC^io 
a tib-' 'constantly , , 

that^. 'all 

"rul'e'8’".(ohifoCTtt:lyJ 

and dor recti dhs — — - ■ . 

single authority directing this activity. Split up among 
the custodial units, this uniformity could not be achieved 
without a substantial increased investment of resources and 
the danger of inconsistent or erroneous declassification 
review determinations • 


More important, however, is the nature of the declassifi- 
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Relations with other agencies are also important. If we are 
to receive meaningful guidelines from them and if they are 
to provide us with reguired liaison support^ we must 
demonstrate that we are protecting their interests. The 
best way to do this is to present these agencies with a 
single, central, strong, informed unit enforcing careful 
and thoughtful implementation of the guidelines within NARS. 

Finally, since resources are already minimal, we do not 
want to further dilute them. If the NND staff were broken 
up among the various custodial units, the chances of those 
resources being diverted to other tasks would increase 
dramatically. Also, having the function distributed among 
the custodial units would lessen the visibility of the 
program. 


> • 
If 

I 


r:-,' 




Recommendation SB 

NND*s substructure is currently being realigned to reflect 
the current level of effort. This substructu re may ne^ to 
change if additional resources are put into th e program but 
NND sould rem»i>n'^.a» sepaa;ate?uoi:t^ 

C . . Location > 

The declassiticati'on' . « 

Archives Building, the Washington National Records Center 
in Suitland, the regional arechives branches, and the 
Presidential Libraries. We carefully reviewed suggestions 
that a major portion qf the effort be relocated out of 
Washington to a more favorable employment area in order to- 
facilitate the staffing alternatives discussed earlier. 

We concluded, however, that there were too many problems 
associated with this concept. 





prepAr i q li 
would be*'ireif'j_ 

.someviner^t 

earlieriCguideiiC'' ‘ 

T r a i- n*i ng. -a r ch ^ 

process and applicatioh 
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be cumbersome and costly. It would hamper productivity as 
well as the accuracy and consistency of the product. The 
archivists in the regions are doing some declassification, 
but only in small amounts of carefully selected materials. 

Third, questions requiring input from originating agencies 
arise almost daily. Many can be handled only in person. 
Therefore records would have to be reshipped to NND, 
coordinated with the agency in question, a reply drafted, 
and the package reshipped to the region. 

Finally, by coordinating the review of potentially sensitive 
records with agency representatives, NND can declassify many 
documents that otherwise would have to be labor ioulsy listed 
and withdrawn. This capability would be diminished if 
records were to be shipped to the regions. Documents would 
have to be withdrawn and returned to Washington for agency 
coordination by NND. Withdrawn documents subsequently 
declassified would then have to be refiled. This process 
would increase the cost of declassification per page more 
than ten-fold. The added handling would also tend to 
increase 




> ' 

V. V . 
* . 


Recommendation 5C 

NARS should continue to. conduct.,.al.l .declassification review 
on records scheduled for permanent retention in the 
Washington, D.C. area or wherever those records are 
presently housed. 




, _ p.i; pg.f. 












problem. One staf 

able to handle the systematic review workload. Four staff 
members assigned .to th^v Risenhpw<eri ti^rarv. a,re (able, to j 
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handle both the systematic and the mandatory review 
workloads. At the Kennedy and Johnson Libraries between two 
and three staff members are assigned to handle the mandatory 
review workload. This staffing level is sufficient to keep 
pace with the volume of records being processed. There are 
significant backlogs of records requiring preliminary 
review, however, in both of these libraries and also in the 
Nixon, Ford, and Carter organizations. These backlogs will 
be addressed systematically as the classified information 
becomes thirty years old and resources in older libraries 
are shifted. 

It should be noted that the Presidential Libraries often 
have to send records undergoing systematic review to 
Washington to NND to coordinate final agency review. It is 
manageable because of the low volume thus far involved. No 
one involved in this process, however, would like to attempt 
such coordination on the large scale which relocation of 
major declassification projects would entail. 


m 


Recommendation t.5D 



6. Resource levels and funding 

" - — ' jn , ' ' ■ N . , » . 

Given the backlog of classified materials, the present level 
of effort, and the declassification process itself, the task 
force concluded that there was no simple solution to 


I 

I 

V. •, 



appropriate; 


level of decl^'it;a’lfei''C;a;i 

Reijttur9^ble:||^||| 
such' reviews by- outsid 
seek reimbursable agreements for its declassification 


program but 
small. 
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That target is believed to be about- 5 million pages 
declassified a year. The resource level required to meet it 
would approximate the FY 1981 program level of $2.4 million 
in 1981 dollars and 102 FTE, or more than twice the current 
level. 


The second problem relates to the method for obtaining an 
increase in resources. The first opportunity to formally 
request a funding increase in the regular budget cycle is 
the FY 1986 budget which will be formulated beginning in 
April of this year. The more immediate concern^ however, is 
what to do in the remainder of FY 1984 and 1985. Any 
increase in staffing will take time to accomplish so the 
funding increase in FY 1984 would be minimal. Also from a 
practical standpoint the staff cannot be more than doubled 
all at once. Adding additional resources to MND should be 
done gradually. MND is not staffed to train many new people 
without adverse impact on the present level of effort. 
Declassification priorities need to be established as well. 
Therefore the balance of 1984 should be used to put new 
employment and staffing procedures in place, to recruit for 
approximately 10 new staff members, and to establish a 



The recruiting effort would continue in FY 1985 with the 
objective of reaching the new staffing level by the 
begirining of FY 1986. FY 1985 funds for the program could 
be requested in a FY 1985 supplemental or failing that 
reprogrammed from the FY 1985 funds earmarked for the 
same purpose as the FY 1984 funds now held in reserve. If a 
personnel funding limitation is imposed in FY 1985, an 
increase would also be requested to cover additional 



specific FTE and fund request should be developed by NND in 
conjunction with NAB. , , . 


j 


/ ' 
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B. NN should also establish a yea rly records declassify 

h.ainninfl In rY 1985 that wi ll meet reseracher 
demand arid iHentitv in the annual w ork plan tne projects toT 
be accomplished. 

C. NN should work with EPSN to de velop recruiting 
strate gies using a mix of appointments and sources q^f 
employees with a goal of 10 new hires by year end^ 

Additional personnel limitation and funds will be arranged 
if needed by NA. 


After 2 years, in FY 1988, the program should be reevaluated 
to determine if other changes need to be made. 



> 1 # 
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APPENDIX 


NARS HOLDINGS REQUIRING 
DECLASSIFICATION REVIEW 


Listed are the record groups that the custodial units and 
NND identified as containing classified information. 
Following the record group is the estimated footage 
requiring attention by NND. For all record groups with 500 
cubic feet or more we have indicated whether the records can 
be bulk reviewed, require page-by-page review, or require a 
combination of the two. 


Record Groups 


Cubic Feet 


Over 500 Feet 
Bulk Paqe - by - Paqe 


RG 16 


100 % 


RG 18 


RG 24 






■RG 56= 

■ => 

RG . 5X . 


RG 59 







RG 60 
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Records Groups 


Cubic Feet 


Over 500 Feet 
Bulk Page-b 5 


RG 65 


RG 71 


RG 72 


100 % 


RG 76 


RG 77 


RG 80 


RG 84 


RG 92 


RG 128 
RG 129 
RG 153 


RG 156 





1300 


RG 159 
RG 166 


UK*' 1 - 24 ^* 


* » • vi f r 


RG 169 
RG 174 




r 6 18i ''' ■ 


.121 






'r 6 iai 

. . V . 

.*i ■ 
RG -LB'S 

\ ■ 

RG 200 


RG 202 
RG 2ir- 


■liiSii 







’ *' *■ . , •■ .' ._. ..,V^ * ^ ', 1 
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Records Groups 


Cubic Feet 


Over 500 Feet 
Bulk Paqe-byPa 


RG 216 


RG 218 


RG 219 


RG 220 


RG 226 


RG 250 


RG 269 


RG 273 


RG 278 


RG 313 


RG 319 


RG 326 


RG 330 






1000 





RG 331 


1250 


RG 333 


RG 334 


RG 335 




> *f4'>X'Vrr>F ^^nVMrlit 


, , , ,-,,, , ,, . , 

v'\> • ,. * m : w , ■,. /,> ..(i.v-. r/. <1^7,.;. ^i. 

^7ALVC‘L(Li^i i'lUi. LVLU iU L/lJ ^' 1 lU i\. 'L'A aICa uoi 
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Records Groups 


RG 359 


RG 374 


RG 389 


RG 407 


RG 429 


Cubic Feet 


Over 500 Feet 
Bulk Paqe-b^ 


,;;fy y 

I •'{ f vV' ’ 


'h. .(y-yX>-. 


Total cubic feet 
Total pages 


53,559 

133,897,500 


Not included in the above list are intelligence files from 
Record Group 319, Records of the Army Staff files (7680 
cubic feet) and from Record Group 341, Records of 
Headquarters U.S. Air Force (600 cubic feet) , which are not 
liable for declassification action until they are 50 years 


■ cannqt*!‘be'':Cons;i,'d<^r,ed';\/f.9^lid,e'c»A»s-^|p.i>iC»^^^ 

d if f i<Jui t i ■ 'f 

records created between 4 5 and 197'2. 

Also, not included in the record group totals is microfilm 
which likewise should not be considered part of the 
declassification backlog. Because of the amount of time 
required to review each reel (over 30 hours) microfilm 
should be reviewed for declassification only in response to 
researcher requests. The major blocks of reels are in the 
following record groups: 


, ! ' < V' v’ 




The custodial units and NND will probably identify 
additional large blocks of records that should not be 
considered for. decl^s^if i'patioi) when ■ they» sx^niine ths. , 
dlassified hbldini^s iti gr6at4r ^^tail. ' ’ 
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Type of Mai-erials 


Vyliil re^m prolau, could 
B, tove a few problems with FBI and intelligence 

B. ofe^urlty-clossifl^ Urlcrirw^ 

record groups containing records ^ _ ♦Mr period (Justice, 

C. Have not yet accessioned files DOE labs, etc.) 

FBI, Army Air Forces, some major Navy files, J 

D. Have a few categories requiring page-by-page revie 

1, intelligence and ci^tology 

2. Allied information (British; 

3. BpeciaJ. weapons 

4. chemical and biological warfare 

5, escape and evasion 

6, cover amd deception 

• J«Us=lficaUon of Intomseno. and 

cryptological files ^^j^^^®J[i^^^*ioi2^or^niStLns (UN, NATO, 

C. Cont^n do^^t^ th_^ |^ §^ 


E. Major guidelines (.'State,’ wu, ^ aifficult 

F. Guidelines have tecome n^h more reqSdring exemption, 

to apply. Contain a number of new ca ^ variety of government 

G. Documents contain a variety of informa^ cm delines (most common is 
agencies, thus causingi,the. use 9 i-.,.se.y?pal guidelines , V®ost; c 

e+a+A-Tion-CIA; to declassify one docximent, , ^ 

State-D0I)^1A; W aec ^ been accessioned a^d 

H. Some records of the 19^>iy^ penw ^ ^ ^ 

declassified; but the majority of records for tne iy>;s na j 

be accessioned. 
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THE WHITE HOUSE 
>%‘ashisgton 


March 23, 1984 


Dear Mr. Garfinkel: 

I was very pleased to review your FY 1983 Annual 
Report and to learn that the system we have 
established under Executive Order 12356 to p^vide 
better protection for national security inforoa- 
tion without excessive classification 
While we anticipated that the 

cecuritv system would improve credibility an 
efficiency of the program, its _ 

dependent upon the outstanding 

of you, ..and your, .staff .apd, the thousands of other 
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relate to the administration of the information 
security program. I look forward to future reports 
on the progress that has been made as a result of 
these efforts. 

^ Sincerely, 




t'lll 
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